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Abstract

This paper presents a secure communication infrastructure for smart meter networks in electric utilities. The study addresses
a major limitation in current advanced metering infrastructure research: communication security, monitoring, attack
detection, and service continuity are often handled as separate topics. In actual utility operation, smart meter networks
function within distributed environments that include field devices, gateways, concentrators, edge nodes, utility control
platforms, and cloud-connected services. Such a structure creates exposure to unauthorized access, false data injection,
message interception, privacy loss, and communication failure. To address these issues, the paper proposes a multi-layer
framework that combines protected data transmission, distributed traffic monitoring, edge-level packet inspection,
federated threat detection, and continuity support within one system model. The methodology evaluates the framework
through communication, security, and reliability measures, including end-to-end delay, packet trust, detection accuracy,
service availability, and recovery time. The discussion shows that the proposed framework maintains stable communication
performance while improving attack detection and preserving partial operation during gateway failure, cloud disruption,
and denial-of-service conditions. The results indicate that secure smart meter communication must be treated as a combined
problem involving transmission protection, monitoring visibility, anomaly detection, and continuity of operation. The paper
provides a practical model for future smart grid communication research and utility deployment planning.

Keywords: Smart meter networks, advanced metering infrastructure, electric utilities, secure communication
infrastructure, edge analytics, federated learning, intrusion detection, communication reliability, cybersecurity, smart grid
communications.
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I. INTRODUCTION several technical concerns. Unauthorized access, false

Electric utilities are shifting from conventional Flata ipjection,‘ message inter'ception, service
metering systems to digitally connected smart meter interruption, device spoofing, and privacy exposure can

networks with two-way communication across the
distribution system. These networks carry meter
readings, outage notifications, tariff updates, remote
service commands, and load-related control signals.
As a result, communication infrastructure now affects
day-to-day utility operation, system monitoring, and
service management. The communication path is no
longer limited to a direct link between meters and the
utility center. In many deployments, it includes field
devices, gateways, concentrators, cloud platforms, edge
nodes, and supervisory control systems spread across
large service areas. This broader connectivity introduces

disrupt network performance and reduce confidence in
operational data. Utilities also need communication
systems that remain stable during faults, traffic
congestion, equipment failure, and cyber incidents. For
that reason, a secure smart meter network must support
protected data transmission, continuous monitoring,
timely event reporting, and reliable exchange between
field assets and utility platforms. The research problem
addressed in this paper is the absence of an integrated
communication framework that combines security,
monitoring, and operational continuity within one
system model. Many existing deployments still depend
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on partial solutions that address only one part of the
problem. This paper proposes a secure communication
infrastructure for smart meter networks in electric
utilities that supports protected data exchange, scalable
monitoring, threat detection, and continuous operation
across utility communication environments.

A. Background and Motivation

Smart meter networks have changed how
electric utilities collect, transmit, and process operational
information. Older metering systems were used mainly
for periodic readings, while current deployments support
remote configuration, near real-time reporting, outage
awareness, tariff updates, and demand-side coordination.
This shift has improved visibility, yet it has also
increased dependence on communication systems that
operate across wide service areas and mixed technical
settings. In practice, smart meter data travels through
field devices, local gateways, concentrators, control
servers, and remote monitoring platforms before
reaching utility operators. Each stage introduces
requirements related to latency, reliability, security, and
access control.  Utility operators also need
communication systems that continue to function during
equipment failure, network disruption, or cyberattack.
For these reasons, secure communication infrastructure
has become a central research issue in smart grid
development. The motivation for this study comes from
the need to address protection, monitoring, and
operational stability within one system framework
instead of treating them as separate problems.

B. Problem Statement

Despite the progress of smart meter technology,
several communication problems remain unresolved.
Many deployments still face risks such as message
interception, spoofing, false data injection, denial-of-
service attacks, and unauthorized access. Privacy is
another concern because detailed consumption data can
reveal patterns of user behavior. In addition, smart meter
communication often depends on architectures that
were not designed for large-scale cyber-physical
coordination across diverse utility settings. Some prior
work concentrates on encryption and authentication.
Other studies focus on monitoring, intrusion detection, or
network management. This separation has produced
partial solutions rather than a unified system model. As a
result, a gap remains between research proposals and
practical utility deployment. The main problem
addressed in this paper is the absence of an integrated
communication framework that protects meter data,
supports continuous monitoring, maintains operation
during faults or attacks, and fits within broader utility
control and supervisory environments.

C. Proposed Solution

This  paper  presents an  integrated
communication infrastructure for secure smart meter
networks in electric utilities. The proposed system treats
the smart meter network as part of a wider utility

architecture that includes meters, aggregation points,
control servers, cloud-connected monitoring platforms,
edge processing units, and supervisory interfaces. Instead
of depending on a single protection mechanism, the
framework combines multiple coordinated functions
within one communication model. These functions
include protected data transmission, network visibility,
distributed monitoring, anomaly detection, and
continuity support. The design also supports interaction
between field-level communication and higher-level
utility management systems. A layered structure is used
so that communication services, security controls, and
monitoring functions can operate together within the
same environment. This approach addresses practical
utility conditions where performance, fault tolerance,
and communication safety must all be considered. The
proposed solution therefore focuses on both technical
protection and operational use in real utility systems.

D. Contributions

This paper offers several contributions to the
study of secure smart meter communication. First, it
presents a unified architectural model that brings
together communication security, monitoring capability,
and operational continuity within one utility-focused
framework. Second, it defines a structured approach for
meter-to-utility communication that covers data
protection, access control, anomaly awareness, and
coordinated supervision across multiple layers. Third, it
incorporates distributed analysis and intelligent threat
detection into the communication design rather than
placing those functions outside the core system. Fourth,
it expands the discussion of smart meter communication
beyond isolated AMI channels and places it within a
broader utility setting that includes cloud services, edge
processing, and supervisory control functions. Fifth, it
provides a practical research direction for utilities that
need communication systems capable of supporting
cybersecurity requirements and service reliability at the
same time. Together, these contributions provide a
stronger basis for the design of secure smart meter
communication infrastructures.

E. Paper Organization

The remainder of this paper is organized as
follows. Section II reviews prior studies on smart meter
security, privacy, cloud-based monitoring, edge
intelligence, supervisory communication, and intelligent
detection methods. It also identifies the limitations of
current approaches and states the research gap addressed
in this study. Section III describes the proposed
communication infrastructure and explains its main
components, architectural layers, and functional
structure. Section IV outlines the methodology used to
evaluate the proposed framework, including system
modeling and analytical assessment. Section V discusses
the expected outcomes of the design in terms of
communication protection, monitoring support, fault
response, and continuity of operation. Section VI
concludes the paper with a summary of the main findings

© 2026 | Published by Scholars Middle East Publishers, Dubai, United Arab Emirates 451



Minul Khan Rahat et a/; Saudi J Eng Technol, May, 2026; 11(5): 450-461

and several directions for future research. This sequence
moves from context and problem definition to system
design, evaluation, and final discussion in a clear order.

II. RELATED WORK
A. Security and Privacy in Advanced Metering
Infrastructure

Security and privacy remain core issues in
advanced metering infrastructure (AMI) because smart
meter networks carry consumption records, control
messages, and operational data. Shokry et al. reviewed
AMI security and identified threats such as
eavesdropping, false data injection, denial-of-service,
malware, and weak authentication across multiple layers
of the network [2]. Their study also noted that many
proposed defenses address individual threats instead of
the full communication path. Ajiboye et al. examined
privacy and security issues in AMI data and networks
and pointed to unresolved problems in confidentiality,
access control, traffic protection, and secure aggregation
in utility-scale systems [4]. These studies show that smart
meter security cannot be limited to device-level
protection. The communication network, data flow, and
system architecture also require attention [2], [4].

B. Cloud, Edge, and SCADA Support for Utility
Communication

Recent studies connect secure utility
communication with cloud platforms, edge analytics, and
SCADA integration. Afrin presented cloud-integrated
network monitoring dashboards that combine IoT data
collection with edge analytics for distributed
infrastructure monitoring [1]. The study showed the
value of continuous visibility and local event analysis in
connected systems. Afrin et al. later examined
distributed edge intelligence for energy and
transportation systems and reported that edge-assisted
processing can reduce delay and support local decision-
making in cyber-physical environments [5]. Enam et al.
discussed smart SCADA frameworks that combine cloud
computing, IIoT, and cybersecurity for industrial
automation, which has direct relevance to utility
supervisory networks [6]. Hasan et al. focused on IoT-
integrated solar energy monitoring in smart-grid settings
and illustrated the role of connected sensing and
coordinated data exchange in energy applications [8].
Joarder contributed additional infrastructure
perspectives through work on disaster recovery, high-
availability hybrid cloud design, and Al-enabled
monitoring for smart data centers [14], [15]. Taken
together, these studies indicate that smart meter
communication should be examined as part of a larger
cloud-edge-SCADA system rather than as an isolated
field network [1], [5], [6], [8], [14], [15].

C. Al,Federated Learning, and Blockchain in Secure
Communications
Several recent papers examine intelligent and
decentralized approaches for communication security in
critical infrastructure. Afrin proposed a cyber-resilient

model for internet service provider infrastructure with
automated threat detection and adaptive defense
mechanisms [3]. Although the setting differs from utility
networks, the study offers relevant ideas for anomaly
detection in distributed communication systems. Fahim
et al. presented an [oT security framework that combines
Al, blockchain, and cloud integration to support data
integrity and trusted communication across connected
devices [7]. In the smart-grid domain, Sun et al.
introduced a hierarchical federated learning-based
intrusion detection system for 5G smart grids [9]. Their
results showed that distributed model training can
support attack detection without centralizing all sensitive
data. Islam et al. extended this direction through a study
on federated learning for secure industrial automation
and grid optimization [13]. These works suggest that Al-
based intrusion detection, federated analytics, and
blockchain-based trust models offer useful directions for
smart meter communication networks, especially where
privacy, scale, and distributed coordination are major
concerns [3], [7], [9], [13].

D. Reliability, Protection, and Related Energy IoT
Systems

A communication infrastructure for smart meter
networks must support security as well as reliable system
operation. Hossain et al. studied cybersecurity and
privacy in IoT-based electric vehicle ecosystems and
identified weak communication interfaces, privacy
exposure, and device heterogeneity as major concerns
[10]. Similar issues appear in smart meter deployments,
where many devices communicate over shared and
mixed networks. Islam examined safety-integrated
SCADA systems for process hazard control in power
generation plants and emphasized dependable
communication, timely event detection, and coordinated
supervisory control [11]. In another study, Islam
analyzed transformer protection and fault detection with
relay automation and machine learning [12]. That work
showed how communication-supported protection
schemes can improve system awareness and response
during abnormal operating conditions. Although these
studies do not focus only on AMI, they remain relevant
because electric utility communication networks must
support cybersecurity, fault response, and control
reliability at the same time [10]-[12].

E. Research Gap

The literature covers AMI threats and privacy
risks [2], [4], cloud-edge monitoring and SCADA
support [1], [5], [6], [14], [15], and intelligent security
methods such as federated learning and blockchain [7],
[9], [13]. However, fewer studies bring these areas
together in a single communication architecture for
smart meter networks in electric utilities. Most
existing work treats monitoring, privacy, intrusion
detection, resilience, and supervisory control as separate
topics. That separation leaves a gap in research on
integrated communication infrastructures that address
secure data exchange, scalable monitoring, edge
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intelligence, high availability, and utility-grade
operational performance in one framework. A study that
addresses these elements together would contribute a
more practical basis for secure smart meter networks in
electric utilities.

. METHODOLOGY

This study develops a methodology for the
design and evaluation of a secure communication
infrastructure for smart meter networks in electric
utilities. The method follows the paper’s main novelty:
one framework that combines protected data transfer,
distributed monitoring, intelligent threat detection, and
continuity  support  within the same utility
communication system. Security, monitoring, and
recovery are treated as connected functions rather than
separate modules. The methodology is organized into
four subsections: system architecture and workflow,
analytical model, evaluation setup, and performance
analysis.

A. System Architecture and Communication
Workflow

The proposed framework is modeled as a five-

layer communication structure. The field layer contains

smart meters that generate periodic readings, event
notifications, and control responses. The aggregation
layer contains gateways and data concentrators that
collect local traffic and forward it toward the utility
network. The edge layer performs packet inspection,
temporary caching, local anomaly screening, and short-
term decision support. The utility service layer contains
the head-end system, monitoring dashboard, security
controller, and supervisory interface. The cloud support
layer stores historical records, maintains backup
services, and distributes model updates. Communication
follows a structured sequence. Each smart meter creates
a packet containing device identity, timestamp, payload,
and integrity information. The packet moves to the
nearest gateway or concentrator and then to an edge node.
At the edge layer, the packet passes through identity
validation, integrity checking, traffic-rate inspection, and
anomaly scoring. Valid traffic is forwarded to the utility
platform for storage, monitoring, and control use.
Suspicious traffic moves to an alert queue for further
inspection. If service disruption occurs, local cache
support and alternate communication paths are activated
so that the network can continue basic operation during
partial failure.

Layered Distributed Intelligence Architecture for Smart Grid Security
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Figure 1: Proposed Secure Communication Architecture for Smart Meter Networks Figure 1 presents the
communication path from smart meters to the utility platform. The field layer generates operational data. The
aggregation layer collects and routes traffic. The edge layer screens packets and computes risk indicators. The
utility layer manages monitoring and control functions. The cloud layer provides storage, backup support, and
model update services

B. Analytical Model
The methodology uses a small set of equations
to represent communication delay, packet trust, and

detection performance. These expressions are selected
because they match the paper’s focus on secure
transmission, local inspection, and threat identification.
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The end-to-end communication delay is defined as

T =T +T +T +T

eZe m g e u

Where:

Teeis the total delay from the smart meter to the
utility platform, Trnis the meter processing time, Ty is
the gateway or concentrator forwarding delay, T. is the
edge inspection delay, and Tu is the utility server
processing delay. This equation measures the time
cost introduced across the full communication chain.

To support forwarding decisions at the edge layer, the
methodology defines a packet trust score:

P=XI4+AH+AB+10Q
t 1 2 3 4

Where: P, is the packet trust score, I trepresents
identity validation, H represents integrity verification,
B is the behavioral consistency score, and Q is the
communication quality score.

The coefficients A1, A2, Azand sare normalized weights
whose sum equals 1. Low-trust packets are flagged for
additional inspection, while high-trust packets continue
through the normal route.

Detection performance is measured with classification
accuracy:
TP +TN
Ace = - -
TP + TN + FP + FN
where TP, TN, FP, and FN denote true positive, true
negative, false positive, and false negative values. This

metric shows how well the detection module separates
malicious traffic from normal communication.

C. Federated Detection and Evaluation Setup

The detection component uses a federated
learning structure distributed across edge nodes. Each
edge node processes its local traffic records and trains a
local anomaly model without transferring raw traffic
data to the utility center. Only model parameters are sent
to the aggregation server. The server combines the
incoming parameters, creates a global model, and returns
the updated model to the edge nodes. This arrangement
reduces centralized exposure of traffic data and supports
distributed analysis across the network. The evaluation
setup uses smart meter traffic features collected from
simulated or testbed communication flows. These
features include packet size, transmission interval,
identity consistency, integrity status, retransmission
count, response time, traffic burst frequency, and
communication quality indicators. The framework is
tested under four operating conditions: normal
communication, false data injection, denial-of-service
pressure, and partial infrastructure failure. These
scenarios reflect common utility communication stresses
and correspond to the paper’s main contribution, which
is the joint treatment of protection, monitoring, and
continuity within one system model.

Distributed Federated Learning Pipeline for Smart Meter Security
Smart Meter Traffic

Edge Node k

- Feature Extraction
- Local Model Training
| - Local Risk Scoring

’ Modél Parameters

Utility Aggregator

- Parameter Fusion
- Global Model Update
- Policy Adjustment

Updated Global Model

v

v

Edge Node 1 Edge Node 2 Edge Node N
- Local Inference - Local Inference - Local Inference
- Alert Handling - Alert Handling - Alert Handling

Figure 2: Federated Detection and Decision Process
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Figure 2 shows the distributed detection
process. Each edge node trains a local model from its
own traffic and sends model parameters to the utility

aggregator. The utility platform combines those
parameters, updates the global model, and redistributes it
to the edge nodes for local inference and alert handling.

Table 1: Parameters Used for Framework Evaluation

Category Parameter

Purpose

Communication | End-to-end delay

Measures total message transfer time

Communication | Packet delivery ratio

Measures successful packet reception

Communication | Throughput

Measures valid traffic volume per time unit

Security Detection accuracy | Measures correct attack classification
Security Packet trust score Supports forwarding and alert decisions
Reliability Service availability | Measures active communication time
Reliability Recovery time Measures time needed after disruption

D. Performance Analysis Procedure

The final stage compares the proposed
framework with a baseline smart meter communication
model that does not include coordinated edge inspection,
federated detection, or continuity control. The analysis
focuses on four outputs: communication delay, attack-
detection accuracy, service availability, and recovery
time after disruption. This comparison is necessary
because the paper addresses more than attack detection.
It also addresses communication continuity and
operational stability within utility environments. The
analysis proceeds in three parts. First, the
communication layer is evaluated through end-to-end
delay, throughput, and packet delivery ratio. Second, the
security layer is examined through packet trust scores
and detection accuracy. Third, the continuity layer is
assessed through service availability and recovery time
under fault or attack conditions. Results from these
stages are then interpreted together to determine how the
proposed architecture performs under routine operation
and stress conditions. In this way, the methodology
follows the paper’s novelty: secure smart meter
communication is treated as a combined problem of
protected  transmission,  distributed = monitoring,
intelligent threat detection, and continuity of operation.

IV. DISCUSSION AND RESULTS

This section presents the expected results of the
proposed secure communication infrastructure and
interprets them in relation to the paper’s objective. The
framework was designed to support protected data
transfer, distributed monitoring, intelligent threat
detection, and continuity of operation in electric utility
smart meter networks. The discussion is divided into five
subsections: communication performance, security
detection  results, continuity under disruption,
comparative analysis, and study limitations. The results
are presented as analytical outcomes derived from the
proposed architecture, metrics, and evaluation scenarios
described in the methodology.

A. Communication Performance Analysis

The first result set concerns communication
performance  across the proposed multi-layer
architecture. Since the framework includes packet
inspection, edge analysis, and trust evaluation, some
increase in transmission delay is expected when
compared with a baseline smart meter network that
forwards traffic without security screening. Even so, the
delay remains within an acceptable operating range
because most packet checks occur at the edge layer
instead of at the central utility server. This distribution
reduces pressure on the upper layers of the system and
allows much of the routine meter traffic to pass
through the network without repeated central
verification.

The end-to-end communication delay is defined as
Teze =Tm + Tg+ Te + Tu

Where:

Tereis the total delay from the smart meter to the
utility platform, Tmis the meter processing time, Ty is
the gateway or concentrator forwarding delay, Te is the
edge inspection delay, and Tu is the utility platform
processing delay. This equation indicates that the
added delay of the proposed framework is concentrated
mainly at the edge inspection stage. Under normal traffic
conditions, the delay remains limited because packet
validation and trust scoring require modest processing
before forwarding. The results indicate that
communication efficiency remains stable during normal
operation. Packet delivery ratio stays high because
suspicious traffic is filtered without interrupting the path
of valid packets. Throughput also remains close to the
baseline case when attack traffic is absent. Under high-
traffic conditions, the edge layer reduces the burden on
the utility center through local filtering and temporary
caching, which prevents a sharp decline in
communication performance. The framework therefore
introduces a moderate processing cost but offers better
traffic control and more stable system behavior under
stress.
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Figure 3: Communication Performance Comparison Between Baseline and Proposed Framework

Figure 3 compares the communication behavior
of the baseline system and the proposed framework. The
proposed model introduces moderate inspection delay,
but it improves traffic stability, lowers pressure on the
central utility platform, and supports operation during
partial failures.

B. Security Detection Results

The second result set concerns attack detection
and packet screening. The framework was examined
under false data injection, spoofing attempts, and denial-
of-service pressure. In each case, edge nodes processed
local traffic records, calculated packet trust scores, and
applied the federated anomaly model to classify
suspicious and valid traffic. Since local models operate
close to the traffic source, the system identifies abnormal
patterns earlier than a centralized design that waits for all
data to reach the utility server.

The packet trust score used at the edge node is defined as
Pt =M1 +)H + 03B + MQ

where [ represents identity validation, H represents
integrity verification, B is the behavioral consistency
score, and @Q is the communication quality score. A low-
trust packet is flagged for inspection or isolation, while a
high-trust packet continues through the normal route.

is measured as
P+ TN

Detection accurac

Ace —
“ TP TN { FP { FN
where TP, TN, FP, and FN represent true
positive, true negative, false positive, and false

negative outcomes. This metric shows how effectively
the framework separates malicious traffic from
legitimate communication. The results indicate that the
proposed framework achieves higher detection accuracy

than the baseline model. False data injection attempts are
identified through payload inconsistency and traffic-
pattern deviation. Spoofed packets are detected through
identity mismatch and integrity failure. Denial-of-
service behavior appears through sudden traffic bursts
and abnormal transmission intervals. The federated
structure also improves model adaptability because
edge nodes contribute local patterns from different
parts of the network. As a result, the global model
captures a wider range of attack behavior without
collecting raw traffic at one central location.

C. Continuity and Recovery Under Disruption

A central feature of the proposed framework is
the treatment of continuity as part of communication
security instead of as a separate recovery function. Smart
meter networks must remain operational during device
failure, partial disconnection, or active cyberattack. For
this reason, the architecture includes local cache support,
edge-based decision logic, and alternate communication
paths. The results show that under partial infrastructure
failure, the framework maintains basic communication
functions for a larger share of the network than the
baseline design. When a gateway becomes unavailable,
neighboring paths can route part of the traffic to the next
available aggregation point. When the utility cloud
service is temporarily disrupted, edge nodes continue
local event buffering and packet screening until normal
connection resumes. This prevents immediate loss of
visibility for all connected field devices. Recovery time
is shorter in the proposed framework because local
services remain active during disruption. Instead of
waiting for full central restoration, the system preserves
operational continuity at intermediate layers. The service
availability metric therefore remains higher under
disrupted conditions than in a system that depends
entirely on uninterrupted central control. These results
indicate that continuity cannot be separated from
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communication design in electric utility systems. A
framework that only detects attacks but fails to preserve

data flow during disruption would still leave utility
operations exposed to service loss.
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Figure 4: Service Continuity Behavior During Fault or Attack

Figure 4 illustrates how the baseline system and
the proposed framework behave during selected
disruption conditions. The proposed model keeps part of
the service active during gateway failure, cloud
interruption, and denial-of-service pressure through local
routing, filtering, and buffering functions.

D. Comparative Result Summary

The overall results are summarized in Table 2.
The comparison includes communication, security, and
continuity metrics because the framework was designed
as an integrated system rather than a single-purpose
security module.

Table 2: Summary of Result Trends for the Proposed Framework

Metric Baseline System Proposed Framework | Result Interpretation

End-to-end delay | Lower Moderate increase Delay rises due to packet inspection, but remains
acceptable

Packet delivery High in normal High in normal and Filtering and caching reduce packet loss under

ratio traffic stressed traffic stress

Throughput High in clean traffic | Slightly reduced Security checks add processing load

Detection Moderate Higher Edge screening and federated learning improve

accuracy classification

Falseal arm rate Moderate Lower Local traffic context improves decision quality

Service Reduced during Higher during faults Alternate routes and local cache support

availability faults continuity

Recovery time Longer Shorter Distributed recovery reduces dependence on full
central restoration

The table shows a clear trade-off. The proposed
framework introduces additional processing, which
causes a moderate increase in delay and a small
throughput reduction under some conditions. At the same
time, it improves attack detection, service continuity, and
recovery performance. In electric utilities, this trade-off
is acceptable because communication integrity and
operational stability carry greater importance than small
reductions in raw transmission speed. Another important
result is that the framework performs well across
multiple categories instead of optimizing only one
metric. A system that only lowers delay may remain

vulnerable to spoofing or false data injection. A system
focused only on detection may still fail during gateway
outage or cloud disruption. The proposed design
addresses these concerns together. The combined results
support the main argument of this paper: secure smart
meter communication should be treated as a joint
problem of protected transmission, distributed
monitoring, threat detection, and continuity of operation.

E. Limitations of the Study
This study has several limitations that should be
stated clearly. First, the results are based on an analytical
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and framework-level evaluation rather than a full
deployment in a live utility environment. Actual field
conditions may introduce additional constraints related
to hardware variability, legacy protocol support,
communication interference, and device maintenance.
Second, the federated detection component is discussed
as part of the proposed design, but its performance may
vary according to data quality, model selection, and
traffic diversity across edge nodes. Third, the
communication scenarios focus on representative attack
and failure cases, not the full range of threats that may
appear in large utility networks. Fourth, the study does
not include cost modeling for practical deployment,
such as infrastructure upgrade expense, edge-node
installation, or long-term maintenance
requirements. Finally, the figures and comparative
results represent expected trends from the proposed
methodology, not measurements from a completed field
test. Future work should address these limits through
simulation at larger scale, prototype implementation, and
validation with real utility traffic and operational data.

V. CONCLUSION

This paper presented a secure communication
infrastructure for smart meter networks in electric
utilities with emphasis on protected data transfer,
distributed monitoring, intelligent threat detection, and
continuity of operation. The proposed framework used a
multi-layer architecture that connects field devices,
aggregation units, edge nodes, utility control platforms,
and cloud support services within one communication
model. The discussion showed that the framework
maintains stable communication performance while
improving attack detection and service availability under
fault and stress conditions. Edge-level inspection
supports earlier identification of abnormal traffic, while
local caching and alternate routing support continued
operation during disruption. The study also showed
that secure smart meter communication is not a
single-function issue. It requires coordinated treatment
of transmission security, monitoring visibility, detection
accuracy, and operational continuity within the same
system design.

Future work will extend this framework through
large-scale simulation and prototype validation in
realistic utility environments. Additional research will
examine the effect of different communication
technologies, including RF mesh, PLC, and cellular
systems, on system performance and security behavior.
The detection component can also be expanded with
adaptive models that respond to changing attack patterns
and traffic conditions. Another useful direction is cost
analysis for deployment, maintenance, and integration
with legacy utility infrastructure. Validation with real
smart meter datasets would also strengthen the practical
value of the proposed framework and support its use in
utility communication planning.
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