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The fast usage of Internet of Things (IoT) device in industrial and consumer settings has dramatically expanded on the
attack surface of embedded systems. This paper explores firmware security through reverse engineering and analysis of a
firmware image of an [oT style with two open-source tools: Binwalk and Ghidra. An artificial representation of the structure
of typical Linux-based IoT firmware was produced by a controlled firmware image which had a SquashFS file system and
compiled binaries. Embedded file systems and binaries were extracted using Binwalk and Ghidra was used to do the static
analysis and decompilation of extracted executable files. The vulnerability analysis showed that there are a number of
deliberately introduced security flaws such as hard-coded credentials, unsecured input handling functions and insecure
configuration practices. The success of the method was shown by the successful recovery of the firmware filesystem and
detection of these types of vulnerabilities with the help of the strict reverse-engineering tool. The paper shows the possible
contribution of open-source tools to the analysis of firmware-level vulnerabilities and enhancing security testing of
embedded IoT systems.
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1. INTRODUCTION

Internet of Things (IoT) has grown at an
alarming rate in the last decade and is currently applied
in industrial systems, smart homes, and electronics that
consumers use. Nonetheless, there remain few advances
in the creation of holistic security systems in the IoT
environments. Several research works have assessed
security risks at network and application level, whereas
vulnerabilities at firmware level have been under-
researched. Firmware forms the fundamental layer of
software that governs behaviour of devices and any
vulnerabilities at this point can enable attackers to have
lasting control over devices. Thus, the main gap covered
in the study is the absence of effective and systematic
approaches to the analysis of security vulnerabilities in
the firmware of the IoT device.

This research focuses on firmware reverse
engineering using two widely adopted open-source tools;
Binwalk and Ghidra. Binwalk facilitates the extraction
and identification of embedded file systems and binaries

within firmware images. Although Binwalk allows
extracting embedded file systems and binaries,
additional static analysis will be needed to determine the
inner logic of compiled programs and realize possible
security bugs in the extracted firmware pieces. Ghidra
provides advanced static analysis capabilities for
understanding binary code. Figure 1 presents a
systematic approach to the study of IoT security, which
begins with automated file system extraction by Binwalk
and continues with vulnerability detection on the high
level. The steps in the layers in Figure 1 depict the steps
involved in the firmware analysis: acquisition of the
firmware itself by downloading it, extraction of the file
system by Binwalk, binary analysis, exploration of the
vulnerabilities by means of the static reverse engineering
with Ghidra. In the offered approach to investigating the
embedded firmware security, every layer relates to a
phase. This notes the shift in general automated scanning
to more comprehensive manual testing with Ghidra, in
which compiled binaries are decompiled and reformed to
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reveal key vulnerabilities over the form of hardcoded
credentials or bugs.

lot Firmware Reverse Engieeering:
A Ghidra & Binwak-Centric Workflow

A Layered View for Firmware Reverse Engineering
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Figure 1: A Layered View for Firmware Reverse Engineering

The research paper of T. Bakhshi, B. Ghita, and
I. Kuzminykh. 2 presents a taxonomy of vulnerabilities
and associated them with its exploitation vectors and
with the auditing tools that may aid in their identification.
The goal of the study conducted by K. Kaushik et al. 6
was to introduce the techniques and methodologies of
studying and reverse-engineering firmware, and threats
to firmware vulnerabilities. Although these papers offer
theoretical backgrounds and taxonomies to firmware
vulnerabilities, the current work is different because it
illustrates an experimental workflow utilizing the open-
source tools to extract firmware and revert traditionally
to a controlled experimental setting.

In the industrial facilities, IoT sensors and data
analytics can be used to track energy consumption
trends, determine areas of inefficiency and optimize

energy consumption. For efficient power consumption,
smart grids provide the real-time data about power
requirements, cost and its availability. A use case was
defined by A. R. Nygérd, A. Sharma, and S. Katsikas 12.
They used an IED often used in smart grid’s digital
substations. In a research by Y. G. Hassan et al. 16, they
focused on filling the current gaps and to develop a
protected and strong IoT ecosystem by providing reliable
solutions and collective efforts.

To provide remote enhancement ideal for
devices having limited storage capacity, essential
memory resources are required for reforming
application-based firmware. The paper by Z. Zheng, X.
Cai, S. Wang, and Y. Yang 17 proposed a secure,
efficient, and universal remote firmware upgrade
solution. Y. O. D. A. Minami et al. 19 applied their

© 2026 | Published by Scholars Middle East Publishers, Dubai, United Arab Emirates

439



Areeba Kouser et al; Saudi J Eng Technol, May, 2026; 11(5): 438-449

Approach to 226 real product binaries. Therefore, they
discovered two running programs that were plainly
transmitting IDs and passwords.

There is a lack of structured and practice-
oriented approaches for analyzing such firmware in the
context of digital forensics. T. Kruger 7 developed a
systematic, five-phase analysis model for Linux-based
open embedded firmware, addressing both technical and
forensic requirements. The work of C. R. Barone IV et
al. 5 presented findings of a needs analysis survey of
Reverse Engineering (RE). In response to the question
on whether there is a lack of sufficient candidates on RE,
most 33/71 (46.48) said strongly agree and 20/71 (28.17)
said agree somewhat.

The growing globalization of the Internet of
Things (IoT) supply chain that has taken place in the last
few decades has led to important security issues. R. A
workflow was suggested by Tsang, D. Joseph, Q. Wu, S.
Salehi, N. Carreon, P. Mohapatra, and H. Homayoun [3]
to reverse engineer the binary, with the assistance of
Ghidra and Python scripting, and offer two simples, yet
novel, function matching algorithms.

2. LITERATURE REVIEW

One of the most potent tools of modern-day
cybersecurity is Reverse Engineering, which allows
identifying the vulnerabilities, analyzing malicious code
and improving the defense measures. The work by Cisar
et al. 15 focuses primarily on dynamic behavior
monitoring during program execution, whereas other
studies emphasize static firmware analysis and reverse
engineering techniques to identify vulnerabilities
directly from binary code. The study conducted by I.
Srihith ez al., 17 discussed the methods how attackers can
exploit vulnerabilities in firmware and how this will
affect the security and privacy of the users. They also
made the recommendations to protect against firmware
attacks, such as to maintain firmware in good, and using
a strong password together with checking unusual
activities occurring in the network.

The absence of the full-scale survey on the
security of firmware in the 10T is supposed to emphasize
the significant motivations of a firmware insecurity in the
IoT, counting the vulnerabilities, and conducting a
detailed examination of the most significant methods of
analysis. The article of C. D. Dinh [15] included some
details of the device firmware initiation by making the
point of the significance of the firmware security,
classifying the vulnerabilities in IoT, the processes of
analyzing the firmware vulnerabilities through some
Open-source tools, and as illustrated by analyzing some
firmware’s of the popular devices. J. Liu et al. 9 applied
IotSleuth and assessed it across 117 IoT firmware

samples of nine vendors. The experimental findings
demonstrated that IotSleuth identified 27 vulnerabilities.
But these studies are mostly related to the analysis of
existing dataset of firmware and automatic detection
tools but they are not tests of a controlled experimental
process of constructing and analysing firmware images
to be educational and research.

The ecosystem of non-Linux firmware is not
well known, with the majority of current literature being
dedicated to Linux based firmware. A. Balgavy and M.
Muench [10] studied 21,755 samples, which were
acquired in earlier studies and in new ones. They also as
a component of a security measurement surveyed the
existence of operating systems and memory protections
on a subsample of 756 non-Linux ARM samples and
discovered that most do not utilize either. The study of
D. Tauscher, M. Nowatkowski, J. D. Morris, and D.
Baldwin 10 provided the discussion and comparison of
some of the chosen medical devices that will simulate a
working wireless network, transmitting between patient
and host. Findings made it possible to identify and detect
attack vectors or device fragilities and categorically
classify them into a framework similar to the
Purdue/TCP/IP models-targeting Medical Internet of
Things (MIoT).

RE may be conducted at chip level or at the
printed circuit board (PCB) level and different methods
of analysis can be employed, such as structural,
functional, and combined analysis. The research of C.
Vega, P. Slpsk, and S. Bhunia 12 noted that one of the
factors contributing to the success of such attacks at both
chip and board levels is that an attacker is able to monitor
the input/output (I/O) behavior of an operational
system.O. Komolafe et al. 11 studied reverse engineering
techniques, its scope in different industries, the
difficulties occurring during the process and the its
prospects for future.

Modern tools like IDA Pro and Ghidra are used
for examining the code, revealing persistence
mechanisms and controlling communications. The
research work of R. Tamilkodi, V. B. Sankar, S. Madhu,
L. Revathi, V. S. G. Srikar, and E. Ajay 1 highlights the
need for strong security practices and active vulnerability
management in [oT device design and deployment, for
strengthening ToT ecosystems against threats. I. Nadir,
H. Mahmood, and G. Asadullah 3 suggested several
important research problems as an incentive and an
enabler of research in the field of firmware security of
IoT. X. A, C. Yan, Y. Wang, Q. Wei, and Y. Wang [8]
suggested a lightweight vulnerability scanning method,
WFinder that is specifically crafted to suit embedded
firmware web services to apply vulnerability checks to
binary firmware backend files.
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Table 1: Comparison Table of Related Work

Ref. | Year | Focus Techniques/Methods Findings Journal
15 2025 | Reverse Analysis of binary data, | Highlighted applications in | Critical Infrastructure
Engineering disassembly of code IoT devices, traditional Protection: Future
in and behavior software, and mobile apps | Technologies in Crisis
Cybersecurity | monitoring for securing systems Prevention and Response.
17 2023 | Firmware Analysis of attack Discussed firmware International Journal
attacks methods vulnerabilities, impact on Advance Research
security/privacy, and Science Communication
recommended mitigation and Technology
like updates, strong (IJARSCT).
passwords, and network
monitoring
13 2025 | 10T firmware | Open-source firmware | Emphasized firmware Journal of Technical
security analysis tools security importance, Education Science
classified vulnerabilities,
analyzed popular device
firmwares
9 2025 | 10T firmware | IoT Sleuth tool Evaluated 117 firmware Internet of Things
analysis samples; discovered 27 (Elsevier)
new vulnerabilities
9.A | 2024 | Non linux Security assessment Analyzed 21,755 samples; | Workshop on Binary
firmware non-Linux firmware often | Analysis Research (BAR)
analysis lacks OS/memory
protections
10 2024 | Medical IOT | Functional wireless Compared medical IEEE SoutheastCon 2024
devices network modeling, devices, identified
attack vector vulnerabilities, mapped to
identification Purdue/TCP-IP models
11 2023 | Reverse Review of RE methods | Highlighted RE Survey / Review Article
Engineering and applications techniques, industrial
techniques applications, challenges,
and future opportunities
1 2024 | IOT malware | Advanced tools like Emphasized proactive EEE ICDICI 2024
and security IDA pro, Ghidra security practices, malware
tracing, and resilience
recommendations for [oT
ecosystems
3 2023 | 10T firmware | Literature survey/gap Identified key research Research Survey
security analysis issues to promote firmware
research security research
8 2024 | Embedded WFinder vulnerability | WFinder vulnerability Applied Sciences (MDPI)
firmware web | scanner scanner
services

3. METHODOLOGY

3.1 Work Flow

The workflow includes creation of C file,
compilation into binary, creation of root filesystem,
squashFS image creation, binwalk scan and reverse
engineering as shown in the figure. SquashFS was
chosen as it is a common embedded Linux system and
internet of things firmware since it is compressed and is
read only form, thus the thought was it makes SquashFS
a realistic example of firmware deployed in commercial
devices.

In this section, the experiment methodology that
will be employed to prove the reverse engineering of
firmware with IoT devices will be given. The workflow
aims at creating a representative firmware image,
retrieving its internal file system, and finding possible
vulnerabilities in the form of vulnerable binary code with
the help of open-source tools.
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Figure 2: Flow Chart of the proposed methodology

3.2 Practical Work e Binwalk for analyzing and pulling out firmware
The firmware image adopted in this research e Ghidra for examining binary code without

has been artificially created to be used in experiments running it

and security vulnerabilities have been purposefully e GCC for turning source code into firmware

introduced in the sample program to show the way that binaries

can be used by reverse engineering tools to identify them. e SquashFS tools for making a file system

3.2.1  Environmental Setup This setup is similar to what security experts use
All tests were performed on Kali Linux that has when they study IoT firmware.

a broad variety of security and reverse engineering tools.
The following tools were used,
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Y=[~] <all jord-auditor

pt update apt upgrade -y

[sudo] password for kali:

Hit:1 http://http.kali.org/kali kali-rolling InRelease

1409 packages can be upgraded. Run 'apt list --upgradable' to see them.

The following packages were automatically installed and are no longer required:
bloodhound. py libcuez libmpeg2encpp-2.1-0t64 libyelp@
gnome-shell-extension-auto-move-windows libdirectfb-1.7-7t64 libmplex2-2.1-0t64 mesa-vdpau-drivers
gnome-shell-extension-light-style libflac12t64 libopenh264-7 osinfo-db
gnome-shell-extension-native-window-placement libgavi-1 libosinfo-1.0-0 python3-fs
gnome-shell-extension-screenshot-window-sizer libgsf-1-114 libosinfo-11@n python3-ntim-auth
gnome-shell-extension-windows-navigator 1libgsf-1-common libproxyl-plugin-gsettings python3-requests-ntlm
gnome-shell-extension-workspace-indicator libgspell-1-2 libproxyl-plugin-networkmanager strongswan
gnome-shell-extensions libiptcdata® libproxyl-plugin-webkit vdpau-driver-all
ibus-gtk libmfx1 libpython3.12t64
libaudio2 libmjpegutils-2.1-0t64 libwvdpau-va-gli

Use 'sudo apt autoremove' to remove them.

Upgradin

Figure 3: Environmental Setup

apt install build-essential binwalk sguashfs-tools gcc ghidra file -y

[sudo] password for kali:
build-essential is already the newest version (12.12).
binwalk is already the newest version (2.4.3+dfsgl-2).
squashfs-tools is already the newest version (1:4.7.4-1).
squashfs-tools set to manually installed.
gce is already the newest version (4:15.2.0-4).
Upgrading:

file i

Summary:
Upgrading: 5, Installing: @, Removing: @, Not Upgrading: 1404
Download size: 440 MB
Space needed: 2990 kB / 14.0 GB available

Get:1 http://http.kali.org/kali kali-rolling/main amd64 libmagic-dev amd64 1:5.46-5+b1 [123 kB]

http://http.kali.org/kali kali-rolling/main amd64 file amd64 1:5.46-5+b1 [43.8 kB]

3 http://http.kali.org/kali kali-rolling/main amdé4 libmagiclt64 amd64 1:5.46-5+b1 [110 kB]

4 http://http.kali.org/kali kali-rolling/main amd64 libmagic-mgc amd64 1:5.46-5+b1 [338 kB]

:5 http://http.kali.org/kali kali-rolling/main amd64 ghidra amd64 12.0.1+ds-@kalil [439 MB]

5 http://http.kali.org/kali kali-rolling/main amd64 ghidra amd64 12.0.1+ds-0kalil
http.//http kal org/kali kali-rolling/main amdé64 ghidra amd64 12.0.1+ds-@kalil [439 MB]

]

Flgure 4: Installatlon of requlred tools

3.22  Creation of a Sample Program (Target e Unsafe input Unsafe input functions like gets
binary) and strcpy.

The program deliberately contained a number of general e Plain-text password storage.

IoT firmware attacks such as: e  Lack of input validation.

e Hard coded usernames and passwords.

Figure 5: Program file creation
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GNU nano 8.7 iot_app.c
0
D ora
D 0
Dd a
D(P 0 0
D A
D D
0
Read 15 lines
cLpD e O F ere kg B c C OCd O
i Read = A\ Replace “UNE e ~3 A/ 0 0

Figure 6: Code written in the file.

3.2.3  Compilation of Binary (1OT-style)
GCC was used to complile the code file.

c iot_app.c -o iot_app

( )-[-~]
’—_ file iot_app

iot_app: ELF 64-bit LSB pie executable, x86-64, version 1 (SYSV), dynamically linked, interpreter /1lib64/ld-linux-x86-64.s0.2, BuildID[sha1l=47
ed43f504682d04b3a21a7b14500be3b6ad67b3, for GNU/Linux 3.2.0, not stripped

Figure 7: File compilation process

3.24 Creation of Root filesystem
File with root privileged is illustrated in the figure.

( )-[~]
mkdir -p firmware_root/{bin,etc,lib

( J—| ~

cp int_appffirﬁware_ruut!bini

Figure 8: File with root privileged

3.25 Conversion of Filesystem into SquashFS
A squashFS system was created and then converted into firmware file for reverse engineering process.
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[j_( ¢squashfs

Parallel mksquashfs: Using 2 processors
Creating 4.0 filesystem on rootfs.squashfs, block size 131072.

firﬁware_rnot rootfs.squashfs -comp

Exportable Squashfs 4.8 filesystem, xz compressed, data block size 131072
compressed data, compressed metadata, compressed fragments,
compressed xattrs, compressed ids
duplicates are removed

Filesystem size 2.59 Kbytes (0.00 Mbytes)

15.89% of uncompressed filesystem size (16.30 Kbytes)

Inode table size 134 bytes (0.13 Kbytes)

69.07% of uncompressed inode table size (194 bytes)

Directory table size 185 bytes (@8.10 Kbytes)

100.00% of uncompressed directory table size (105 bytes)

Number of duplicate files found @

Number of inodes 6

Number of files 2

Number of fragments 1

Number of symbolic links @

Number of device nodes @

Number of fifo nodes @

Number socket nodes @

Number directories &

==11 2/2 100%

Figure 9: Squash FS format

( )-[~/_firmware.bin.extracted]
cd squashfs-root/bin
1s

iot_app

( )-[~/_firmware.bin.extracted/squashfs-root/bin]
’—_ file iot_app

iot_app: ELF 64-bit LSB pie executable, x86-64, version 1 (5YSV), dynamically linked, interpreter /1ib64/1d-linux-x86-64.50.2, BuildID[sha1l=47

ed43f504682d04b3a21a7b14500bc3b6ad67b3, for GNU/Linux 3.2.@, not stripped

Figure 10: Changes shown in figure

3.2.6  Analysis of Firmware using Binwalk

Binwalk scanned the file for hidden file systems
and different types of compression. When it found
something, it automatically pulled out the contents. This

process showed the layout of the internal file system and

k fifmwafe.bin

DECIMAL HEXADECIMAL DESCRIPTION

allowed access to the binaries and configuration files that
are usually hidden inside IoT firmware. It must be
mentioned that Binwalk might prove ineffective in the
analysis of encrypted, obfuscated, or encrypted with
proprietary compression systems, firmware images.

Squashfs filesystem, little endian, version 4.0, compression:xz, size: 2653 bytes, 6 inodes, blocksize: 131072 by

35:44

< firmware.bin

DECIMAL HEXADECIMAL DESCRIPTION

Fiure 11: Analysis using binwalk

3.2.7 Reverse Engineering using Ghidra

Once the files were pulled out, the executable
programs were picked for closer inspection. The files
were then imported into Ghidra, which automatically
identified the processor type. Ghidra’s tools were used to
make flowcharts, find functions, and convert machine
code into a readable C-like format. The Ghidra static

analysis revealed that the program had certain security

hardcoded
credentials, unsafe input handling functions that result in

vulnerabilities such as authentication
a buffer overflow vulnerability, and sensitive
information is exposed in binary strings. Such
weaknesses are used to illustrate generic implementation
vulnerabilities that can be present in poorly secured IoT

firmware.
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Ghidra User Agreement

Licensed under the Apache License, Version 2.0 (the "License"); Unless required by applicable law or
agreed to in writing, software distributed under the License is distributed on an "AS IS" BASIS, WITHOUT
WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the License for the specific
language governing permissions and limitations under the License.

As a software reverse engineering (SRE) framework, Ghidra is designed solely to facilitate lawful
SRE activities. You should always ensure that any SRE activities in which you engage are
permissible as computer software may be protected under governing law (e.g., copyright) or under
an applicable licensing agreement. In making Ghidra available for public use, the National Security
Agency does not condone or encourage any improper usage of Ghidra. Consistent with the Apache
2.0 license under which Ghidra has been made available, you are solely responsible for determining

the appropriateness of using or redistributing Ghidra.

|Don'tAgree

Filename: iot_app

Type: All Files (*.*)

Figure 12: Ghidra setup

Figure 13: File selection for analysis

Select File to Import [ x]
== ft| home/kali % = B
@ _firmware.bin.extracted [ Public binary.gpr nc_attack.sh
— binary.rep router_test brute_force.sh passes.txt
My Computer Desktop Templates config.inc.php.save payload1.elf
@ Documents Videos firmware.bin quick_attack.
Desktop Downloads zphisher found_credentials.txt rootfs.squashg
firmware_root attack.py hack.php shell.php
BB firmware_task attackl.py handshake.pcap simple_crack
Home huawei_attack attack2.py iot.gpr simple_crack
iot.rep attackk.py iot.lock test.txt
¥ . :
- Music attackk.py.save iot.lock~ users.txt
Ru s password-auditor attackk.py.save.l wazuh-agent
- password_cracker bin iot_app.c wazuh-agent
Recent Pictures bin.c medusa_results.txt wazuh-instal

Import Results Summary [ ]
Froject File name: iot_app
Last Mpdified: Sun Jan 25 12:43:55 EST 2026
Faadanly: false
Frogran Name: 1ot_app
Language ID #B6:LE: 64 default (4.6)
Conpiler ID: gee
Processor: i
Endian: Little
Address Size: 64
Minimun Address: 00100000
Maxinun Address: elfSectionHeaders: : 000007 T
# of Bytes: 7328
# of Memory Blocks: 35
# ot Instructions: 14
# of Defined Data: 122
# of Functions: 0
# of Synbols: 54
# of Data Types: 38
# of Data Type Categories: 2
Created With Ghidre Version: 12.0.1
Additional Informatien
Setting block .dymamic to read-only
Linking the External Progranms of 'lot_app' to Lnportad libraries...
Ilibe, 56, 6] <= not found in project
Resalving External Symbols of [/iot_appl - & unresolved synbols, no external libraries configured - skipp

Figure 14: Summary of file
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CodeBrowser: iot:f/iot_app Q
File Edit Analysis BSim Graph Navigation Search Select Tools Window Help
ElEAa01 4 1 4 J°IR IDULFVYB- @@ - /B GL.0BCEE+ | @
Program Trees % | |4 Listi... X Defined Strings - 87 items =& X
& * [mpi Location B String Value String Representation Data Type
B iot_app B @ | 00100545 GLIBC_2.34 uB"GLIBC_2.34" utfs
bss =l - 00100550 _ITM_deregisterTMCloneTable u8"_ITM_deregisterTMClone... utf8
L I LYY 0010056¢ __gmon_start__ ud"__gmon_start__" utf8
Program Tree X 0010057b _ITM_registerTMCloneTable u8"_ITM_registerTMCloneTa... utf8
00102004 Enter password: "Enter password: " ds
e 00102018 iot123 "iot123" ds
@ 0010201f Access Granted "Access Granted" ds
0010202e Access Denied "Access Denied" ds
Bu Imports 00102071 R “zR" ds
Eﬁ Exports 001020a1 R "ZR" ds
- '. s — 001021dc GNU "GNU" ds
(Al - 001027fc GNU "GNU" ds
[coDataType.. ¥ X Filter: ® = -
Lo RN - Cy Decompiler x 34 Defined Strings *
pEEE———
2% Data Types ‘E#ConsolefScripting D X
# BuiltinTypes
Figure 15: String view of file
CodeBrowser: iot:/iot_app [x]
File Edit Analysis BSim Graph Navigation Search Select Tools Window Help
He-=- BhEED JOIDULFVE- @5 B-a O/RAIeDGS0BS0E~ @
Program Trees x By B @ E-x |Cf Decompile: main - (iot_app) % i.Ro & & x
Bo® ;.mdefmeds main(void) | Becompile main](iotlapp) |
dynamic KRR 2
3 iy B b
FRinit e : 5 dint ivarl:
hindefined 6 char local_28 [32];
Program Tree % S| undefined £ <UNASS] 7
undefined Stackl- 8 printf("Enter password: ");
Symbol Tree 9 23 _scanf (&DAT_00102015, local_28);
Sy X _ _
e kB 10 tremp(local 28, "i0t123");
11 if (ivarl == 0) {
12 puts ("A Granted");
[ Imports 4 00101160 55 oUsH 2 puts ("Access Granted")
D Exports 0010116a 48 89 &5 MOV 14 else {
T Cnting s 0010116d 48 B3 ec 20 SuB 15 puts("Access Denied");
00101171 48 8d 05 LEA 16
8c e 00 00 17 return 0:
00101178 48 89 c7 MOV 181
0010117b b8 60 00 MOV
00 0o C¢ Decompile:main * £ Defined Strings *
i3 Data Types ‘QConsole—Scripting 2 &%
# BuiltinTypes

Figure 16: Code view of file

Special attention was given to:

e  How the device checks if someone is allowed to
access it

e Passwords that are written directly into the code

e  Use of unsafe functions

e How commands are executed

This helped find possible security weaknesses
in the firmware.

4. ANALYSIS AND FINDINGS

The firmware image made for this study was
analyzed using Binwalk and Ghidra. Binwalk showed
there was an embedded SquashFS filesystem, which was
automatically extracted to show the internal structure of
the firmware. We found .exe files and configuration files
which were stored in common linux directories.
Credential details and cause of a user login were exposed
in form of plain text entries, when strings were analyzed.

The disassembler of Ghidra showed C type code
which was easy to read in which some fixed credentials
were shown, used by system for authentication. An input

handling functions was also found which was unsafe
because it turned out be vulnerable to buffer overflow.
All these examinations and results highlighted some
common security issues which can be easily exposed by
using firmware reverse engineering.

Because the firmware image was created with a
purposely made vulnerability, the existence of insecure
code practices including hardcoded credentials did not
come out of the blue. Nonetheless, the analysis also
showed how these vulnerabilities can also be
systematically located with the help of conventional
reverse engineering methods.

5. DISCUSSION

The results of this study highlighted the
importance of reverse engineering of firmware for IoT
devices security check. Hardcoded credentials and poor
coding techniques showed the common weaknesses in
unsecure [oT devices. By creating a firmware instead of
using an already available firmware was essential for
maintain the ethical work flow.
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The tools like Binwalk and Ghidra were used
together, and gave a high-level view of firmware.
Overall, the importance of secure coding practices and
avoiding inclusion of sensitive information, were found
in our work.

The results of this research complement the
earlier studies regarding the analysis of the vulnerability
of firmware. As an example, Liu et al. 9 have shown the
automated vulnerability detection of an IoT firmware
with the use of an ion Sleuth tool, whereas Dinh 13has
discussed the necessity of firmware security testing with
the help of open-source software. Unlike these works, the
present research is based on illustrating a practical
experimental process that may be implemented in the
academic setting in order to learn techniques of firmware
analysis.

6. CONCLUSION

All the tools and techniques used in our research
work were ethically handled and implemented. Even the
firmware image was created in linux system manually.
Ghidra and Binwalk were proved to be efficient tools to
be used in linux. The results proved that using static
firmware analysis technique is a strong technique for
revealing security issues of IoT devices, even if the
source code is not known. Yet, this study can be limited
by the fact that the firmware image was created
artificially and cannot reflect the complexity of
proprietary firmware in commercial IoT devices in real-
life situations fully.

7. Future Work

The analysis of real-world Internet of Things
firmware images should be chosen as the priority of
future research since it would give a better picture of
vulnerabilities that exist in devices deployed. Moreover,
by introducing dynamic methods of firmware analysis,
including emulation and runtime analysis, vulnerabilities
that are not apparent through the application of static
analysis might be detected. Lastly, the analysis of
firmware can further be automated with the help of Al-
assisted vulnerability detection tools, and the accuracy of
detection can also be enhanced.
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