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Enterprise web systems support many organizational functions, including digital transactions, cloud services, data storage,
and enterprise software operations. As these systems operate across distributed infrastructures, traditional security models
based on static authentication and network boundaries face significant limitations. This study proposes an identity-centric
security model that integrates identity authentication, identity profiling, behavioral monitoring, risk evaluation, and policy-
based access control within a unified framework. The model evaluates identity activity continuously during active sessions
instead of relying only on initial login verification. Identity profiles contain contextual information derived from
authentication attributes, device information, location data, and historical usage patterns. Behavioral monitoring observes
session activity and identifies deviations from established patterns. A risk evaluation mechanism combines authentication
irregularities and behavioral deviations to calculate identity risk scores. These scores guide policy-based access decisions
within enterprise applications. Experimental analysis using simulated enterprise session data indicates improved anomaly
detection capability, faster response to suspicious activity, and higher accuracy in access decisions compared with
traditional role-based access control systems. Continuous monitoring and adaptive policy evaluation allow enterprise
platforms to react to changing identity conditions during system interaction. The findings indicate that identity-centric
security frameworks provide a context-aware approach for protecting enterprise web systems.

Keywords: Identity-Centric Security, Enterprise Web Systems, Identity and Access Management (IAM), Behavioral
Monitoring, Identity Risk Evaluation, Adaptive Access Control, Enterprise Cybersecurity, Risk-Based Authentication,
Access Control Models, Enterprise Security Architecture.

Copyright © 2026 The Author(s): This is an open-access article distributed under the terms of the Creative Commons Attribution 4.0 International
License (CC BY-NC 4.0) which permits unrestricted use, distribution, and reproduction in any medium for non-commercial use provided the original
author and source are credited.

I. INTRODUCTION

Enterprise web systems support a wide range of
organizational activities, including digital transactions,
data management, cloud services, and enterprise
software platforms. These systems operate across
distributed  infrastructures  that include cloud
environments, enterprise networks, and third-party
integrations. The emergence of web-based enterprise
applications has created a situation of increased risk in

and Access Management (IAM) system is a security
practice that governs the security of the authentication
and authorization process in the enterprise. The 1AM
system manages the identity of users and provides access
control to the applications. A systematic review of [AM
requirements reports growing demand for identity
governance systems capable of supporting complex
organizational structures and cross domain identity
verification [10]. Decentralized identity models such as

terms of security breaches. Unauthenticated access, the
exploitation of credentials, and identity theft are common
security breaches in web-based applications. Traditional
security practices are based on network boundaries and
perimeter security. However, such practices are not
effective in distributed systems, as applications and
services are deployed on multiple platforms. The Identity

self-sovereign identity also appear in current research as
alternatives to centralized identity —management
frameworks.

Enterprise infrastructures present additional
challenges for identity governance. Modern web systems
connect multiple services that include APIs, enterprise
databases, cloud platforms, and external applications.
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Access control policies must function consistently across
these systems while maintaining reliable identity
verification processes. Research on integrated access
control models proposes architectures that combine
organizational roles with entity-level identity structures
for enterprise authorization control [17]. Such models
address hierarchical permission structures within
organizations. However, enterprise environments
continue to face difficulties related to identity lifecycle
control, policy administration, and detection of abnormal
authentication activity. Cloud computing platforms have
become an important component of enterprise web
infrastructure. Many organizations rely on hybrid
architectures that integrate on-premise systems with
cloud services. Research on disaster recovery and high-
availability architectures examines system continuity
and service availability within hybrid cloud
environments [3]. Secure data management frameworks
also address protection of enterprise datasets during
digital transformation initiatives in financial and
information technology systems [2]. The infrastructure
monitoring tools offer additional operational insights
through analytics-based dashboards for resource
utilization and infrastructure performance across various
distributed computing infrastructures. However,
research in infrastructure development focuses on these
areas with minimal emphasis on identity-based security
mechanisms. Emerging technologies also influence
enterprise cybersecurity research. Blockchain-based
access control systems record authentication and
authorization activities in distributed ledgers that
maintain immutable records of access events [7]. Such
systems provide mechanisms for decentralized
verification of digital identities. Federated learning
frameworks allow multiple organizations to conduct
collaborative data analysis without sharing raw datasets,
which supports secure inter-agency cooperation in
critical infrastructure sectors [1]. Artificial intelligence
also appears in enterprise security architectures. Al-
driven IoT security systems combine cloud computing
and blockchain platforms to detect threats in connected
infrastructures [12]. Research also proposes blockchain-
secured communication mechanisms for industrial IoT
networks and aviation control platforms [13].

Cybersecurity monitoring systems contribute
additional protection within enterprise environments.
Vulnerability management and automated incident
response frameworks analyze system activity and
identify security weaknesses in corporate networks [6].
Research on IoT-based electric vehicle ecosystems
examines authentication risks, privacy concerns, and
communication security challenges within connected
transportation infrastructures [4]. Industrial automation
environments present similar cybersecurity
requirements. A smart SCADA framework integrates
cloud computing, industrial ToT technologies, and
cybersecurity mechanisms within industrial control
systems [15]. Edge computing architectures also support
distributed computing infrastructures used in energy and

transportation networks [11]. Enterprise cybersecurity
research also addresses financial monitoring and
governance systems. Financial risk intelligence
platforms analyze transaction activity and detect
abnormal financial patterns in enterprise systems [9].
Ethical data governance frameworks examine
responsible data management and artificial intelligence
accountability in enterprise information systems [14].
Disaster recovery automation systems support hybrid
cloud infrastructures through automated backup and
restoration mechanisms that maintain system continuity
during operational disruptions [16]. The research
conducted in infrastructure development, infrastructure
security, infrastructure monitoring systems, and
infrastructure-based access control mechanisms have
shown these areas as isolated domains of research.
However, in distributed enterprise web systems, it is
necessary to develop a security model with identity
verification mechanisms, access control mechanisms,
and cybersecurity monitoring systems under a single
umbrella.

This study proposes an identity-centric security
model for enterprise web systems that integrates identity
governance, access control mechanisms, and
cybersecurity monitoring within distributed enterprise
architectures. The research aims to address limitations in
current enterprise security frameworks and support
consistent identity management across enterprise web
platforms.

II. Related Work
A. Identity and Access Management in Enterprise
Systems

Identity and Access Management (IAM)
governs authentication, authorization, and identity
control in enterprise web systems. Organizations deploy
IAM platforms to regulate user access across
applications, databases, and digital services. A
systematic review of enterprise IAM requirements
reports the need for scalable identity governance and
decentralized identity models such as self-sovereign
identity [10]. The study notes challenges associated with
identity federation, cross-domain authentication, and
management of extensive organizational identity
records. Research also examines access control models
developed for enterprise platforms. An integrated access
control model that combines organizational roles with
entity-level identity relationships addresses complex
authorization structures in enterprise systems [17]. The
model introduces hierarchical policy structures that
regulate permissions across organizational units.
Additional work evaluates monitoring techniques in
cloud-based IAM environments. Real-time anomaly
detection systems analyze authentication logs and
identify irregular login behavior and access attempts [8].
These studies demonstrate progress in [AM
technologies; however, issues related to identity lifecycle
management and large-scale policy administration
remain.
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B. Cloud Infrastructure Security and Data
Management

Enterprise web platforms often operate in
hybrid cloud infrastructures that combine private and
public computing resources. Disaster recovery research
examines methods that maintain service availability and
data continuity across distributed cloud environments
[3]. Hybrid recovery architectures support enterprise
operations during infrastructure failures and system
outages. Enterprise systems also require secure data
management strategies. Research on scalable data
management frameworks addresses protection of
enterprise ~ datasets ~ while  supporting  digital
transformation initiatives within finance and information
systems [2]. These frameworks consider data storage
security, access monitoring, and governance policies
across enterprise databases. Infrastructure monitoring
tools also support enterprise operations. Resource
utilization analytics dashboards monitor system
performance and track cloud infrastructure activity
across distributed platforms [18]. Despite these
developments, many infrastructure security studies focus
primarily on system performance and operational
management, while identity centered protection receives
limited discussion.

C. Emerging Security Technologies in Enterprise
Protection

Recent studies investigate advanced
technologies such as blockchain, artificial intelligence,
and federated learning for cybersecurity applications.
Blockchain-based access control systems record
authentication events and authorization transactions in
decentralized ledgers [7]. Distributed ledgers provide
immutable records of access activities and support
verification of digital identities within cloud
environments. Federated learning has also appeared in
collaborative security research. A federated learning
framework allows multiple organizations in critical
infrastructure sectors to perform joint data analysis
without transferring raw datasets across institutions [1].
The architecture supports distributed machine learning
while preserving data confidentiality. Artificial
intelligence also appears in enterprise cybersecurity
systems. Al-powered IoT security architectures combine
blockchain and cloud platforms for threat detection in
connected infrastructures [12]. Research also presents
blockchain-secured communication mechanisms for
industrial IoT networks and aviation control systems
[13]. These technologies introduce new approaches to
cybersecurity; however, integration with identity
governance models in enterprise web systems remains
limited.

D. Cybersecurity Monitoring and Enterprise Risk
Management

Cybersecurity monitoring systems support

threat detection and vulnerability management in

enterprise networks. Automated incident response

frameworks monitor network activity and identify

vulnerabilities across corporate systems [6]. These
frameworks assist administrators in responding to
security incidents and system threats. Other studies
address cybersecurity issues in connected infrastructures
and industrial platforms. Research on IoT-based electric
vehicle ecosystems examines authentication risks,
communication security, and privacy protection in
connected transportation environments [4]. Industrial
automation environments present similar challenges. A
smart SCADA framework integrates cloud computing,
industrial IoT technologies, and cybersecurity controls
within industrial automation systems [15]. Edge
computing architectures also appear in security research.
Distributed edge frameworks support secure computing
across energy and transportation infrastructures [11].
Enterprise security research also considers financial
monitoring and governance frameworks. Financial risk
intelligence platforms analyze transaction activity and
identify abnormal financial patterns in digital systems
[9]. Ethical data governance models examine responsible
data management and Al accountability within enterprise
information systems [14]. Disaster recovery automation
in hybrid cloud environments supports system continuity
and data recovery after infrastructure disruptions [16].
Despite these developments, research rarely presents
identity-centered  security architectures designed
specifically for enterprise web systems.

Summary of Research Gap

Current research addresses IAM frameworks,
hybrid cloud security, blockchain access control, Al-
based cybersecurity systems, and enterprise monitoring
platforms. These domains often appear as separate
research areas. Few studies present unified architectures
that combine identity governance, behavioral
monitoring, and enterprise web application security.
Research that integrates identity centered security
models with distributed enterprise systems remains
limited.

III. METHODOLOGY

This study introduces an identity centric
security model designed for enterprise web systems that
operate across distributed infrastructures. The proposed
methodology  integrates  identity  authentication,
behavioral observation, risk evaluation, and policy-
driven access control within a wunified security
framework. Conventional enterprise security
architectures rely primarily on role-based access control
(RBAC) and static authentication procedures. These
processes check identity during the login process and
rarely check identity activity during an active session.
These weaknesses create opportunities for the abuse of
credentials and unauthorized system access. The
proposed model evaluates identity continuously
throughout  system  interaction.  Authentication
verification, behavioral observation, and risk scoring
operate together to determine access permissions. The
methodology consists of five interconnected stages:
identity data collection, identity profiling, behavioral

© 2026 | Published by Scholars Middle East Publishers, Dubai, United Arab Emirates 239



Md Ariful Islam ef a/; Saudi J Eng Technol, Apr, 2026; 11(4): 237-246

monitoring, identity risk assessment, and policy-based
access control. Each stage contributes to a dynamic
evaluation process that assesses identity trust levels
during system operation.

A. System Architecture of the Identity-Centric
Security Model

management in enterprise web environments. These
components include an authentication layer, identity
profiling module, behavioral monitoring engine, risk
evaluation unit, and policy enforcement mechanism.
Enterprise applications interact with this security layer
before access to protected resources occurs.

The architecture introduces several components

responsible  for

identity verification

and access

B: CF:’ Idﬁptity D: Behavioral E: Risk F: Policy G: Enterprise
Authentication h;° cll "l‘g Monitoring Evaluation Enforcement Web
Layer odu'e Engine Engine Engine Applications
Credentials User Role iec?'sviion Identity Risk Access Databases
A: Enterprise ivity Score Policies
User / System Device ID — >
Enfy MFA g Behavior Risk aud
] Analysis Thresholds !
z Location -
Bovica Logh APIs
Verification S Patterns Risk T,
Behavior Feedback Decision

Figure 1: Proposed Identity-Centric Security Architecture

Figure 1 presents the structural design of the
proposed model. The authentication layer checks identity
credentials and authenticates other factors, such as user
accounts, devices, and session context. Once
authenticated, the system creates an identity profile with
contextual information related to the user or system
entity. The behavioral monitoring module records
activity within enterprise applications. Observed events
pass to the risk evaluation component, which calculates
an identity risk score. A policy engine interprets this
score and determines access permissions for enterprise
resources. The architecture introduces continuous
identity evaluation throughout the session. Behavioral
analysis and risk scoring allow the system to reassess
identity conditions during application interaction. This
structure supports adaptive security decisions in
enterprise web environments.

B. Data Collection and Identity Profiling

The first methodological stage involves
collecting identity-related data from enterprise
information  systems.  Data  sources include
authentication records, user account attributes, device
identifiers, application activity logs, and network
metadata. These datasets provide the foundation for
constructing identity profiles. Identity profiling

organizes collected information into structured identity
attributes. Each profile contains details such as
organizational role, authentication method, device type,
geographic location, and historical usage patterns.
Identity profiles represent contextual information
associated with each enterprise user or system entity.
Historical system activity contributes to behavioral
baseline construction. A behavioral baseline represents
typical patterns associated with identity activity. For
example, a user who regularly accesses enterprise
applications during specific working hours or from
consistent network locations produces a predictable
activity pattern. Deviations from these patterns signal
possible security concerns. Identity profiling therefore
supports contextual interpretation of behavioral activity
within enterprise systems.

C. Behavioral Monitoring and Identity Risk
Evaluation

Behavioral observation forms the analytical
core of the proposed methodology. The system monitors
user actions during enterprise application interaction.
Examples include login frequency, resource access
requests, session duration, and device switching patterns.
These observations create behavioral indicators that
reflect identity activity within enterprise environments.

© 2026 | Published by Scholars Middle East Publishers, Dubai, United Arab Emirates 240



Md Ariful Islam ef a/; Saudi J Eng Technol, Apr, 2026; 11(4): 237-246

[S: Enterprise Session Activity]

Login Resource Device
Events Access Usage
v
[M: Behavior Monitoring Module]
B: = : : F: Policy G: Enterprise
Authentication ‘ Activity Tracking || Obsseesrfll.':\ot?on | Enforcement Web
Layer ] Engine Applications
REn Credentials [B: Identity Profile Baseline] QC;?G_SS Databases
SISO Historical Normal Activity ofces
Usegnﬁ{;tem I ’ Behavior || Patterns Risk B Cloud
Thresholds Faiis
Device [C: Behavior Comparison]
Verification | Deviation Detection |

[E: Risk Evaluation Engine]

| Risk Score Calculation |

v

[P: Policy Engine Input]

| Access Decision Support |

Figure 2: Identity Risk Evaluation and Behavior Analysis Workflow

Figure 2 illustrates the analytical process used
to evaluate behavioral information and calculate identity
risk. Behavioral indicators collected from enterprise
applications undergo comparison with identity profile
baselines. The system identifies deviations that differ
from expected patterns.

An identity risk score represents the probability that
observed activity indicates suspicious behavior. The
study applies a simplified evaluation formula:

Ri = (X.A,' + BB i

where R; represents the risk score assigned to
identity i, A; represents authentication-related risk
factors, and Bi represents behavioral anomaly indicators.
Parameters a and f represent weighting values that

control the influence of authentication and behavioral
elements. Higher risk scores appear when abnormal
activity patterns occur. Examples include unfamiliar
device usage, unusual geographic access, repeated
authentication failures, or irregular system interaction
sequences. Continuous monitoring allows risk values to
change during the active session.
D. Policy-Based Access Control and Decision
Process

The access decision mechanism interprets
identity risk scores through policy evaluation. Enterprise
security policies define acceptable risk thresholds
associated with different user roles and system resources.
The policy engine compares risk values with thresholds
and determines access permissions.

| Enterprise User ‘

Credentials / MFA

Login Events

Session Activity /Acess Patterns

Risk Feedback

Low Risk

Normal Session

Risk Threshold
Evaluation

Medium Risk

MuIti-Factr Cec

Risk Feedback

High Risk

Neo

Sesion Termnted

Figure 3: Access Decision Process in the Identity-Centric Security Model

Figure 3 illustrates the decision workflow used
during an access request. Following authentication and

behavioral evaluation, the calculated risk score enters the
policy assessment stage. Access permission depends on
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the resulting evaluation outcome. Low risk values allow
access to enterprise services. Intermediate risk values
trigger additional verification procedures such as multi-
factor authentication. High risk values result in session
termination or access denial. The decision model
supports adaptive security control within enterprise web
environments. Access policies respond to real-time

identity conditions rather than relying solely on static
user roles.

E. Core Components of the Proposed Identity-
Centric Model
The primary elements of the proposed security
framework appear in Table 1.

Table 1: Key Components of the Identity-Centric Security Model

Component Description Security Function
Authentication Factors Credentials, device validation, multi-factor verification Identity verification
Identity Attributes User role, device information, location, account context Identity profile creation
Behavioral Indicators Login frequency, session activity, resource access patterns | Behavioral observation
Risk Evaluation Module | Compute’s identity risk score using behavioral and Threat probability
authentication data evaluation
Policy Enforcement Applies enterprise policies to determine access Access decision
Engine permissions management

F. Methodological Contribution

The methodology introduces an identity-
centered evaluation process that differs from traditional
RBAC frameworks. Conventional access control models
depend on predefined roles and static authentication
steps. The proposed approach evaluates identity
conditions continuously during enterprise system
interaction. Behavioral observation, risk scoring, and
policy evaluation operate together to determine access
permissions. This framework supports detection of
credential misuse, abnormal identity behavior, and
unauthorized access attempts within enterprise web
systems. Continuous identity evaluation and adaptive
policy interpretation provide stronger protection for
distributed enterprise infrastructures.

IV. DISCUSSION AND RESULTS

This section evaluates the performance of the
proposed identity-centric security model in enterprise
web  environments. The analysis follows the
methodological framework introduced earlier, which
includes identity profiling, behavioral monitoring, risk
evaluation, and policy-based access control. The
evaluation used simulated enterprise session logs
containing authentication records, device information,
access requests, and behavioral activity patterns. The
results focus on three analytical aspects: identity
behavior patterns, identity risk score distribution, and the
effectiveness of policy-based access decisions. These
results also provide a comparison between the proposed
identity-centric model and traditional role-based access
control (RBAC) systems. The analysis demonstrates how
behavioral monitoring and risk-based evaluation support
adaptive security decisions in enterprise environments.

A. Identity Behavior Analysis Results

Identity behavior analysis examines patterns of
user activity during enterprise sessions. The behavioral
monitoring module collected information related to login
events, resource access frequency, device usage, and
geographic access locations. Identity profiles created
during earlier methodological stages provided reference

baselines representing normal activity patterns for
enterprise users. Results show that most enterprise
sessions follow stable activity patterns. Employees
typically access enterprise applications during consistent
working hours and from predictable network locations.
Device usage also tends to remain consistent across
sessions. These patterns form the behavioral baseline
used for identity evaluation. Certain sessions exhibited
noticeable deviations from expected behavior. Examples
include sudden device changes, login attempts from
unfamiliar locations, and irregular resource access
sequences. These deviations triggered anomaly
indicators within the monitoring system. Behavioral
indicators formed an important component of identity
risk evaluation. The analysis also revealed differences
between role-based permissions and behavioral activity
patterns. Two users with identical role privileges may
interact with enterprise systems in different ways. One
user may access databases frequently, while another
performs limited tasks within a specific application.
Static access control models treat both identities
similarly. Behavioral monitoring introduces additional
context that allows the security system to evaluate
activity patterns rather than relying solely on role
assignments. These results confirm that behavioral
analysis contributes valuable information for enterprise
security evaluation. Continuous observation of identity
activity allows detection of irregular patterns that static
authentication systems cannot identify.

B. Risk Score Evaluation

Identity risk evaluation translates authentication
attributes and behavioral indicators into a numerical
score that represents the likelihood of abnormal session
activity. The model integrates authentication factors and
behavioral deviations through a combined evaluation
process.

The risk calculation follows the equation introduced in
the methodology:
R i (X.A,‘ + BB i
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In this expression, R; represents the risk score
assigned to identity session i. The variable A;represents
authentication-related irregularities such as unfamiliar
devices or unusual login locations. The variable Bi
represents behavioral deviations detected during session
activity. The parameters @ and f represent weighting

coefficients that determine the relative influence of
authentication and behavioral factors. Risk scores for
enterprise sessions ranged between 0 and 1. Sessions
with consistent authentication attributes and stable
behavioral patterns produced low risk scores. Sessions
containing unusual login characteristics or behavioral
anomalies produced higher scores.

120

Number of Sessions

0.1-0.3

35

0.4-0.6 0.7-0.9
Identity Risk Score Range

10

Figure 4: Identity Risk Score Distribution Across Enterprise Sessions

Figure 4 illustrates the distribution of calculated
risk scores across enterprise sessions. The majority of
sessions fall within the low-risk range between 0.1 and
0.3. These sessions correspond to normal user activity
that matches established behavioral patterns. A smaller
group of sessions appears within the moderate risk range
between 0.4 and 0.6. These sessions contain minor
irregularities such as temporary device changes or
unexpected login times. The monitoring system marks
these sessions for additional verification. High-risk
sessions above 0.7 correspond to significant deviations
from normal behavior. Examples include repeated
authentication failures followed by successful login
attempts from new locations or irregular resource access
patterns. These sessions triggered policy-based
restrictions within the system.

Risk evaluation also supports identity trust
interpretation. A simple trust measure is defined as:
Ti=1—-Ri

In this equation, Ti represents the trust value
associated with identity session i Lower risk scores
correspond to higher trust levels. This relationship
provides a convenient method for interpreting risk
evaluation results during access decision processes.

C. Access Decision Effectiveness

The policy-based access control component
interprets risk scores and determines access permissions
for enterprise resources. Security policies define
acceptable risk thresholds associated with different

categories of enterprise applications. Three access
conditions appear in the evaluation. Sessions with low-
risk values receive normal access privileges. Sessions
with moderate risk values require additional identity
verification = procedures such as  multi-factor
authentication. Sessions with high-risk values result in
restricted access or session termination. The evaluation
demonstrates that the proposed model responds
dynamically to changes in identity behavior. Risk values
may increase during an active session when behavioral
anomalies appear. The policy engine reacts immediately
and adjusts access permissions accordingly. This
dynamic access control mechanism differs from
traditional RBAC systems. RBAC frameworks assign
permissions based on predefined user roles. Access
privileges remain fixed throughout the session after
successful authentication. Such static authorization
structures cannot respond to changes in identity behavior
during system interaction. The identity-centric model
evaluates identity conditions continuously. This
capability allows the system to restrict access when
suspicious activity appears even after successful login.
The results indicate that adaptive policy enforcement
reduces the risk of unauthorized activity caused by
compromised credentials.

D. Security Performance Discussion

A comparative analysis evaluated the
performance of the proposed identity-centric model
against conventional RBAC systems. The comparison
examined anomaly detection capability, response time to
suspicious activity, and access decision accuracy.
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Figure 5: Comparative Security Performance of the Proposed Model vs Traditional RBAC

Figure 5 presents the performance comparison
between the two security models. The identity-centric
approach detects abnormal activity patterns more
effectively because the system evaluates both
authentication attributes and behavioral indicators.
RBAC systems depend primarily on user roles and initial
authentication events. Response time also differs

between the models. Continuous monitoring allows the
identity-centric system to react immediately when risk
scores exceed defined thresholds. RBAC systems require
administrative intervention or external monitoring tools
to detect suspicious activity. Table 2 summarizes the
observed performance differences.

Table 2: Security Performance Comparison Between Identity-Centric Model and RBAC

Security Metric

Identity-Centric Model

Traditional RBAC

Anomaly Detection Capability High

Moderate

Response Time to Suspicious Activity | Immediate automated response | Delayed manual response

Access Decision Accuracy

Context-aware evaluation

Role-based evaluation

Resistance to Credential Misuse High

Moderate

The comparison shows that identity-centric
monitoring supports more accurate detection of
abnormal activity. Behavioral analysis and contextual
identity information contribute to improved evaluation of
session activity. Risk scoring and policy-based decision
mechanisms also allow rapid reaction to suspicious
behavior. Identity profiling also plays an important role
in the evaluation process. Profiles containing device
information, historical login behavior, and access
patterns provide contextual information for behavioral
analysis. The policy engine uses this information during
access decision evaluation. Overall, the results
demonstrate that identity-centric security models provide
stronger protection for enterprise web systems than static
authentication  frameworks.  Continuous identity
evaluation and adaptive access control mechanisms
allow the system to react to changing session conditions.

E. Limitations of the Study

Several limitations influence the interpretation
of the results presented in this study. The evaluation
relies on simulated enterprise session datasets rather than
operational enterprise systems. Real enterprise
environments contain more complex identity structures,
application dependencies, and network configurations.

The dataset also represents a limited range of behavioral
patterns and authentication scenarios. Larger datasets
may reveal additional anomaly characteristics and risk
patterns. Integration challenges may also appear in
organizations that operate legacy systems lacking
support for identity-centric monitoring frameworks.
Future research may explore large-scale enterprise
deployments, cross-organizational identity relationships,
and advanced behavioral analysis techniques that support
adaptive identity risk evaluation.

V. CONCLUSION

This study presented an identity-centric security
model for enterprise web systems operating in
distributed computing environments. The framework
integrates identity authentication, identity profiling,
behavioral monitoring, risk evaluation, and policy-based
access control within a unified security structure. The
results show that continuous identity evaluation provides
stronger protection than traditional role-based access
control systems that depend on static authentication and
fixed permission assignments. Behavioral observation
identifies irregular activity patterns during active
sessions, while risk scoring converts identity conditions
into measurable security indicators. The policy engine
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