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Abstract  
 

Many jurisdictions encourage the adoption of electronic commerce by enacting statutes that enable contractual dealings 

to be conducted electronically, and also allows people to use an electronic signature to satisfy any legal requirement. 

Even the electronic transfer of land is covered under certain statutes as in the case of the Indian Information Technology 

Act, 2000. However, in the era of globalization; and in the absence of any geographical boundaries for the cyberspace, 

such new legislations also raise some questions: for how long will these statutes be valid? What are the boundaries of 

these statutes? Who should be forced to follow them? Most of these questions are unanswerable today. The exponential 

growth of the internet and online activity raise a number of legal questions. How does copyright apply to digital content? 

How can national laws apply to cyber wrongs in cyberspace? Can privacy and data protection exist on the cyber space? 

Can electronic commerce really be secure? Can cyberspace be regulated by one, or by many authorities? In seeking to 

apply the law to the Internet, problems arise owing to the fact that most laws largely apply to the pre-cyber space world. 

As the technology improves and ownership of home computers increases, one competently navigate his way around 

cyberspace, downloading information, reading and writing to newsgroups, and receiving and sending emails. Cyberspace 

represents the new medium of communication, electronic communication, which is fast outmoding, or even replacing, 

more traditional methods of communication. The present Study attempts a comprehensive definition of the term 

„cyberspace,‟ traces out the evolution and growth of cyber space; and enumerates the pros and cons of information 

technology. In traditional and online trading environments, consumers are entitled to have their privacy respected. While 

shopping on the internet; most people typically do not think about what is happening in the background. In the modern 

era of electronic technology, people want to get their work done quickly with little effort. At times, people forget or 

ignore the legal and ethical values of their actions. Consequently, cyber wrongs in different forms are increasing day by 

day: cracking/hacking, e-mail spoofing, spamming/Denial of Services (DOS attacks), carding (making false ATM Debit 

and Credit cards), cheating and fraud, assault by threat, impersonation, intellectual property rights (IPR) infringements 

(software piracy, infringement of copyright, trademark, patents, domain names, designs and service mark violation, theft 

of computer source code, etc.), online gambling and other financial crimes including the use of networking sites and 

phone networking to attack the victim by sending bogus mails or messages through internet, forgery, URL hijacking or 

squatting (using the domain name of another person in bad faith), cyber vandalism (destroying or damaging the data 

when a network service is stopped or disrupted), virus transmission, internet time thefts, pornography, cyber terrorism 

etc-the list is endless. Customer information has to pass through several hands; and the safety and security of a customer's 

personal information lies within the hands of the business. Therefore, security and privacy of the information are a major 

concern. E-commerce has a tremendous impact on copyright and other intellectual property rights (IPRs).  
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INTRODUCTION 
In traditional and online trading environments, 

consumers are entitled to have their privacy respected. 

While shopping on the Internet; most people typically 

do not think about what is happening in the background. 

Customer information has to pass through several 

hands; and the safety and security of a customer's 

personal information lies within the hands of the 

business. Therefore, security and privacy of the 

information are a major concern [1-4]. At times, people 

forget or do not consider the legal and ethical values of 

their actions. Consequently, cyber wrongs in different 

forms are increasing day by day: cracking/hacking, e-

mail spoofing, spamming/Denial of Services (DOS 

attacks), carding (making false ATM Debit and Credit 
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cards), cheating and fraud, assault by threat, 

impersonation, intellectual property rights (IPR) 

infringements (software piracy, infringement of 

copyright, trademark, patents, domain names, designs 

and service mark violation, theft of computer source 

code, etc.), online gambling and other financial crimes 

including the use of networking sites and phone 

networking to attack the victim by sending bogus mails 

or messages through internet, forgery, URL hijacking or 

squatting (using the domain name of another person in 

bad faith), cyber vandalism (destroying or damaging the 

data when a network service is stopped or disrupted), 

virus transmission, internet time thefts, pornography, 

cyber terrorism etc-the list is endless. Generally, a 

trademark can be owned by an individual, a company, 

or any sort of legal entity. When someone else tries to 

use that trademark without authorization, it could be 

considered an illegal dilution of the distinctive 

trademark. If someone uses a trademark in such a way 

as to dilute the distinctive quality of the mark or trade 

on the owner's reputation, the trademark owner may 

seek damages [5-10]. In the cyberspace, domain name 

infringements are rampant. The growth of the e-

commerce is indicative of the increasing receptiveness 

of the public but has also brought the issues that the 

legal system of the country has been faced with. Now 

internet has become a basic necessity for every 

household in most cities, the e-commerce industry has 

come a long way. The legal system has constantly tried 

to catch up especially with the enactment of the various 

rules under the IT Act to deal with a host of issues 

emerging from the use of internet. Moreover, the IPR 

issues in e-commerce transactions have taken a new 

form with users finding ways not only easily to 

duplicate material but also mislead other users [11-16]. 

Though India has started dealing with it by enacting IT 

Act, 2000 but, it still lacks a lot as no specific 

legislation governs online transactions and IPR issues in 

India. The Information Technology Act, 2000 provides 

for the admissibility of electronic records and sets out 

offences and penalties for cybercrimes, etc. But, this is 

just an enabling statute to facilitate online transactions 

and thus has to be read in conjunction with the Contract 

Act in order to determine whether an online transaction 

constitutes a valid contract or not [17-20]. 

 

The power of the Web to reach the world 

carries with it a variety of legal issues, often related to 

intellectual property concerns, privacy, decency, etc. 

Authorities seeking to apply their laws in traditional 

ways or to expand legal control over international links 

face many challenges due to the global nature of the 

Internet. Therefore, there is an urgent need for a 

comprehensive policy and an effective legal frame work 

to regulate cyber crimes. The present study primarily 

intends to address the pitfalls in the present legal system 

and to evolve a strategy to regulate cyber crimes in 

India [21-25]. 

 

Cyber Crimes against Women in India 

It is a significant contribution to socio-legal 

research on online crimes targeting teenage girls and 

women. It shows how they become soft targets of 

trolling, online grooming, privacy infringement, 

bullying, pornography, sexual defamation, morphing 

and so on. The authors address various raging debates 

in the country such as how women can be protected 

from cybercrimes; what steps can be taken as 

prevention and as recourse to legal aid and how useful 

and accessible cyber laws are [26].  

 

Banks are offering many services of which, the 

electronic mode is becoming popular amongst Banks 

and their customers. Presently, these are in the form of 

ATMs, credit & debit cards, online transactions, net 

banking, mobile banking, e-commerce, new payment 

systems etc. As more and more services of banks are 

offered in electronic mode, they must be aware of the 

risks due to possible misuses of new technology based 

services and various online channels. It has become 

important that the bankers, particularly who are dealing 

with I.T. and online channels, would be well versed 

with the various cyber crimes and frauds which may 

occur in offering these services. To safeguard the 

interest of the banks and their clients, a banker who is 

dealing in such services should have thorough 

knowledge and understanding about cyber crimes and 

how to mitigate a fraud and prevent eventualities in 

future. The book; Cyber Crimes and Fraud Management 

provides an overview of various types of cyber crimes 

and how to alleviate such crimes [27]. 

 

At a time when there are still a number of 

voices calling for the Internet to remain a law-free zone, 

a whole bundle of conflicts have already emerged, 

many of which have found their way to lawyers and the 

courts in a substantial number of different jurisdictions. 

It surely now cannot be doubted that the Internet, like 

any other place in the world where people come 

together and follow their own interests, needs rules to 

be developed for the handling of such conflicts. 

Lawyers have already reacted and have created a new 

area of law--commonly called "law of the internet" or 

"cyber law." This area, however, is still far from being 

strictly defined. It touches on many existing areas of 

law, but at the same time it deals with a wholly new 

medium--cyberspace--which itself is subject to constant 

change and development. Under these circumstances, it 

is not surprising that in a number of cases the 

predictions as to how this law will look at some selected 

moment in the future are vague and uncertain [28-30]. 

 

Police Investigation Powers, Tactics and 

Techniques is a benchmark and best-practice model and 

regarded as the „Bible‟ for professional investigation in 

India. Anchoring himself firmly on the ever-contested 

space of Indian law and legal processes, and drawing 

substantive support from his rich and varied experience 
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as a law enforcement officer in the police department, 

the author, has sought to fulfill the legitimate 

requirements of police officers, advocates, judicial 

officers, social activists, NGOs, gender activists and the 

general public. The author's utopian ideal that no 

innocent person should be punished and no offender 

should go unpunished is the dominant message of the 

book. The citation of more than 800 landmark 

judgments of various High Courts and the Supreme 

Court for the period 1965-2016 in the appropriate 

chapters is another outstanding feature of the book [31-

35]. 
 

The principle of dual criminality also poses 

difficulties, if the offence is not criminalized in one of 

the countries involved in the investigation. Offenders 

may be deliberately including third countries in their 

attacks in order to make investigation more difficult. 

Criminals may deliberately choose targets outside their 

own country and act from countries with inadequate 

cybercrime legislation. The harmonization of 

cybercrime-related laws and international cooperation 

would help. Two approaches to improve the speed of 

international cooperation in cybercrime investigations 

are the G8 24/7 Network and the provisions related to 

international cooperation in the Council of Europe 

Convention on Cybercrime [36]. 
 

Due to the transnational dimension of the 

Internet and the globalization of services, an increasing 

number of cybercrimes have an international 

dimension. Countries that desire to cooperate with other 

countries in investigating cross-border crime will need 

to use instruments of international cooperation. Taking 

into account the mobility of offenders, the 

independence from presence of the offender and the 

impact of the offence shows the challenge and the need 

for a collaboration of law-enforcement and judicial 

authorities. Due to differences in national law and 

limited instruments, international cooperation is 

considered to be one of the major challenges of a 

globalization of crime. Within a comprehensive 

approach to address cybercrime, countries need to 

consider strengthening their ability to cooperate with 

other countries and making the procedure more efficient 

[37, 38]. 
 

The Group of Eight (G8) 

In 1997, the Group of Eight (G8) established a 

“Subcommittee on High-tech Crimes” dealing with the 

fight against cybercrime. During their meeting in 

Washington DC, United States, the G8 Justice and 

Home Affairs Ministers adopted ten Principles and a 

Ten-Point Action Plan to fight high-tech crimes. The 

Heads of the G8 subsequently endorsed these 

principles, which include [39]: 

1. There must be no safe havens for those who abuse 

information technologies.  

2. Investigation and prosecution of international 

high-tech crimes must be coordinated among all 

concerned states, regardless of where harm has 

occurred. 

3. Law-enforcement personnel must be trained and 

equipped to address high-tech crimes. 
 

In 1999, the G8 specified their plans regarding 

the fight against high-tech crimes at a Ministerial 

Conference on Combating Transnational Organized 

Crimes in Moscow, Russian Federation. They expressed 

their concerns about crimes (such as child 

pornography), as well as traceability of transactions and 

trans-border access to stored data. Their communiqué 

contains a number of principles in the fight against 

cybercrime that are today found in a number of 

international strategies. One of the practical 

achievements of the work done by expert groups has 

been the development of an international 24/7-network 

of contacts requiring participating countries to establish 

points of contact for transnational investigations that are 

accessible 24 hours a day, 7 days a week. At the G8 

Conference in Paris, France in 2000, the G8 addressed 

the topic of cybercrime with a call to prevent lawless 

digital havens. Already at that time, the G8 connected 

its attempts for international solutions to the Council of 

Europe‟s Convention on Cyber crime (the “Convention 

on Cyber crime”) [40, 41]. 
 

The participants expressed their intention to 

strengthen the instruments in the fight against 

cybercrime: “We discussed the necessity of improving 

effective countermeasures that will prevent IT terrorism 

and terrorist acts in this sphere of high technologies. For 

that, it is necessary to devise a set of measures to 

prevent such possible criminal acts, including in the 

sphere of telecommunication. That includes work 

against the selling of private data, counterfeit 

information and application of viruses and other 

harmful computer programs. We will instruct our 

experts to generate unified approaches to fighting cyber 

criminality, and we will need an international legal base 

for this particular work, and we will apply all of that to 

prevent terrorists from using computer and Internet sites 

for hiring new terrorists and the recruitment of other 

illegal actors [42, 43].” 
 

The meeting of the G8 Justice and Home 

Affairs Ministers was followed by the G8 Summit in 

Moscow, where the issue of cyber terrorism was 

discussed. The summit declaration calls for measures in 

the fight against cyber terrorism: “Effectively 

countering attempts to misuse cyberspace for terrorist 

purposes, including incitement to commit terrorist acts, 

to communicate and plan terrorist acts, as well as 

recruitment and training of terrorists” [44]. 
 

United Nations and the United Nations Office on 

Drugs and Crimes  

The United Nations has undertaken several 

important approaches to address the challenge of 

cybercrime. While in the beginning its response was 

limited to general guidelines, the organization has in 
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recent times dealt more intensively with the challenges 

and legal response [45].  

 

UN Convention on the Rights of the Child (CRC), 

1989  

The United Nations Convention on the Rights 

of the Child, adopted in 1989, contains several 

instruments aiming to protect children. It does not 

define child pornography, nor does it contain provisions 

that harmonize the criminalization of the distribution of 

online child pornography. However, it calls upon 

Member States to prevent the exploitative use of 

children in pornographic performances [46]. 

 

Optional Protocol to the Convention on the Rights of 

the Child on the Sale of Children, Child Prostitution 

and Child Pornography 

The Optional Protocol not only addresses the 

issue of child pornography in general, but explicitly 

refers to the role of the Internet in distributing such 

material. Child pornography is defined as any 

representation, by whatever means, of a child engaged 

in real or simulated explicit sexual activities or any 

representation of the sexual parts of a child for 

primarily sexual purposes. The Optional Protocol 

requires the parties to criminalize certain conduct – 

including acts related to child pornography: “producing, 

distributing, disseminating, importing, exporting, 

offering, selling or possessing child pornography [47]. 

 

Intergovernmental Expert Group on Cybercrime 

(2011) 

Following the decision of the Member States 

to call upon UNODC to set up an intergovernmental 

working group, the first meeting of the group was held 

in Vienna in January 2011. The expert group included 

representatives of Member States, intergovernmental 

and international organizations, specialized agencies, 

private sector and academia. During the meeting the 

members of the expert group discussed a draft structure 

for a comprehensive study analysing the issue of 

cybercrime, as well as the response. With regard to the 

legal response, a number of members underline the 

usefulness of existing international legal instruments, 

including the United Nations Convention against 

Transnational Organized Crime (UNTOC) and the 

Council of Europe Convention on Cybercrime, and the 

desirability of elaborating a global legal instrument to 

address specifically the problem of cybercrime. It was 

agreed that the decision on whether a global instrument 

should be developed will be made after the study was 

conducted. 

 

The main problem for developing countries is 

the fact that the establishment of such contact point is 

mandatory. While for developed countries establishing 

and maintaining such a contact point will most likely 

not be challenging utilising a specialized police force 

dealing with cybercrime in night and day shifts, is 

however a challenge for countries where the specialized 

police force dealing with cybercrime consists of only 

one single police man. In those cases the obligation will 

require significant investments. That the accession to 

and implementation of the Convention does not have 

associated costs for the countries, as was recently stated 

by a Council of Europe representative at a conference in 

the Pacific is therefore only accurate if indirect costs, 

e.g. for maintaining a 24/7 contact point or for 

implementing technology to record traffic data in real 

time, are excluded [48]. 

 

It was one of the key intentions of the 

Convention to provide a comprehensive legal approach 

that addresses all relevant areas of cybercrime. But 

comparing the Convention with other approaches – 

especially the Commonwealth Model Law on Computer 

and Computer-related Crime as well as the EU 

instruments such as the E-Commerce Directive, shows 

that important aspects are missing. Examples are 

provisions dealing with the admissibility of electronic 

evidence or with the liability of Internet Service 

Providers (ISPs). Especially the missing provision of 

an, at least, basic regulatory framework related to the 

admissibility of electronic evidence has significant 

consequences as electronic evidence is widely 

characterized as a new category of evidence. And 

unless a country has other instruments in place or its 

courts hold such evidence admissible, the country might 

not be able to sentence any offenders despite having 

fully implemented the Convention. 

 

Finally, a new international approach could – 

in addition to including basic standards that are similar 

in the different legal approaches – focus on a gap 

analysis to identify areas that are not yet sufficiently 

addressed, and thus criminalize certain cybercrime-

related acts and define procedural instruments that are 

not yet covered by existing instruments. Since 2001, a 

number of important developments have taken place. 

When the Council of Europe Convention on 

Cybercrime was drafted, “phishing,” “identity theft” 

and offences related to online games and social 

networks were not as relevant as they have since 

become. A new international approach could continue 

the harmonization process by including further offences 

with a transnational dimension. 

 

As pointed out previously, cybercrime is a 

truly transnational crime. Having regard to the fact that 

offender can, in general, target users in any country in 

the world, international cooperation of law enforcement 

agencies is an essential requirement for international 

cybercrime investigations. Investigations require means 

of cooperation and depend on the harmonization of 

laws. Due to the common principle of dual criminality, 

effective cooperation first requires harmonization of 

substantive criminal law provisions in order to prevent 

safe havens. In addition, it is necessary to harmonize 
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investigation instruments, in order to ensure that all 

countries involved in an international investigation have 

the necessary investigative instruments in place to carry 

out investigations. Finally, effective cooperation of law-

enforcement agencies requires effective procedures on 

practical aspects. The importance of harmonization 

triggers the need for participation in the global 

harmonization process, which is therefore at least a 

tendency, if not a necessity, for any national anti-

cybercrime strategy. 

 

Despite the widely recognized importance of 

harmonization, the process of implementing 

international legal standards is far from being 

completed. One of the reasons why national approaches 

play an important role in the fight against cybercrime is 

that the impact of the crimes is not the same 

everywhere. One example is the approach taken to 

combat spam. Spam-related e-mails especially affect 

developing countries. This issue was analysed in an 

OECD report. Due to scarcer and more expensive 

resources, spam turns out to be a much more serious 

problem in developing countries than in western 

countries. The different impacts of cybercrime, together 

with existing legal structures and traditions, are the 

main reasons for a significant number of legislative 

initiatives at the national level which are not, or only 

partly, dedicated to the implementation of international 

standards. 
 

In times of technical globalization this may 

seem like a slightly surprising discussion, as anybody 

wishing to connect to the Internet needs to make use of 

the (technical) standard protocols in place. Single 

standards are an essential requirement for the operation 

of the networks. However, unlike technical standards, 

the legal standards still differ. It must be questioned 

whether national approaches can still work, given the 

international dimension of cybercrime. The question is 

relevant for all national and regional approaches that 

implement legislation which is not in line with existing 

international standards [49].  
 

A lack of harmonization can seriously hinder 

international investigations, whereas national and 

regional approaches which go beyond international 

standards avoid problems and difficulties in conducting 

international investigations. There are two main reasons 

for a growing number of regional and national 

approaches. The first is legislative speed. Neither the 

Commonwealth nor the Council of Europe can force 

any of their Member States to use their instruments. In 

particular, the Council of Europe has no instrument to 

instruct a signatory of the Convention on Cybercrime to 

ratify it. The harmonization process is therefore often 

considered to be slow compared to national and 

regional legislative approaches. 
 

Unlike the Council of Europe, the European 

Union has means to force Member States to implement 

framework decisions and directives. This is the reason 

why a number of European Union countries which 

signed the Convention on Cybercrime in 2001, but have 

not yet ratified it, have nevertheless implemented the 

2005 EU Council Framework Decision on attacks 

against information systems. The second reason is 

related to national and regional differences. Some 

offences are only criminalized in certain countries in a 

region. Examples are religious offences. Although it is 

unlikely that an international harmonization of criminal 

law provisions related to offences against religious 

symbols would be possible, a national approach can in 

this regard ensure that legal standards in one country 

can be maintained. 

 

National approaches face a number of 

problems. In regard to traditional crimes, the decision 

by one country, or a few countries, to criminalize 

certain behaviours can influence the ability of offenders 

to act in those countries. However, when it comes to 

Internet-related offences, the ability of a single country 

to influence the offender is much smaller as the 

offender can, in general, act from any place with a 

connection to the network. If they act from a country 

that does not criminalize the certain behaviour, 

international investigations as well as extradition 

requests will very often fail. One of the key aims of 

international legal approaches is therefore to prevent the 

creation of such safe havens by providing and applying 

global standards. As a result, national approaches in 

general require additional side measures to be able to 

work. The most popular side measures are 

criminalization of the user in addition to the supplier of 

illegal content, and of services used in the committing a 

crime. 

 

One approach is criminalization of the use of 

illegal services in addition to the sole criminalization of 

offering such services. The criminalization of users who 

are located inside the jurisdiction is an approach to 

compensate for the lack of influence on providers of the 

services who act from abroad. A second approach is the 

regulation and even criminalization of offering certain 

services within the jurisdiction that are used for 

criminal purposes. This solution goes beyond the first 

approach, as it concerns businesses and organizations 

which offer neutral services that are used for legal as 

well as illegal activities. An example of such an 

approach is the United States Unlawful Internet 

Gambling Enforcement Act of 2006. 

 

CONCLUSION  
Issues related to cyber-crime, virtual currency 

(bit-coin), Internet blocking, sexting, child 

pornography, surveillance, cyber terrorism, encryption, 

digital India, social media, cyber security have been 

discussed in the legal context. Further, considering the 

nature of the subject and the international perspective, it 

provides a comparative analysis of corresponding 



 

 

Jitender K Malik & Sanjaya Choudhury., Sch Bull, Dec, 2020; 6(12): 262-268 
 

 

© 2020 |Published by Scholars Middle East Publishers, Dubai, United Arab Emirates  267 
 
 

provisions in other jurisdictions. Hundreds of 

judgments, including that of Shreya Singhal, Aadhaar, 

Bazee, etc. have been interwoven seamlessly to 

underline the way judges have been weaving 

technology with judicial wisdom and coming out with 

judicial interpretation of various facets of technology. 
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